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Unchanged default passwords
Bad designs and coding practices 
Test and debug features left in the production 
build
Unencrypted / Unsigned sensitive information
No limit conditions in incoming packet ra tes
Weak password policies and no limit in 
number of authentication failed attempts
Vulnerabilities from third party software 
components and operating systems 



Passive - Monitoring of communications sent 
over public media
Active - Attempts to circumvent or break 
security features, introduce malicious code
Close -in – An unauthorized individual gains 
close physical proximity through clandestine 
entry, open access, or both
Insider – Attacks by an authorized person
Distribution - Malicious modification before 
installa tion
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Scan – Probe a  device to find open ports
Storm - Sending packets in a  higher rate to a  
target device to execute a  denial of service 
attack
Fuzzer - Injecting malformed, unexpected, or 
random data  
Grammar - Iterate over each field and choose 
fuzz values in a  predetermined way





TCP Scan 
A SYN packet is sent (as if we are going to 
open a  connection), if the target host 
responds with a  SYN+ACK, this indicates the 
port is listening

UDP Scan
Sends empty UDP datagrams. If the port is 
closed, device send back an “ICMP Port 
Unreachable” message



ARP request storm
ARP host reply storm
ARP Cache saturation storm
ARP grammar

ARP Cache saturation storm



IP unicast storm
IP broadcast storm
IP fragmented storm

IP fragmented storm



TCP/IP Land attack
TCP SYN storm

TCP SYN storm



DNP3 protocol fuzzing 



Invalid datalink control

Unknown function code
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NERC CIP v5
Section 004, requirement 4.1 “process to 
authorize based on need, as determined by the 
Responsible Entity”
Section 007, requirement 4.1 regarding Security 
Event Monitoring
Section 007, requirement 1.1, “enable only logical 
network accessible ports that have been 
determined to be needed by the Responsible 
Entity”



IEEE 1686 – 2013 
Provides a  set of features, functions, and 
practices for IEDs and IED configuration software
Communications port access 
Authorization using role-based access control 
(RBAC)
Audit tra il
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Problem analysis
Requirements 
Design
Implementation
Testing
Deployment 
Maintenance 



Secure coding practices 
Static analysis, peer review, unit testing

Secure validation testing
Final step before product released 



Importance of security testing
Standard compliance 
Customer satisfaction
Avoid damages to brand reputation

Vulnerability product assessment
Secure software development 
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