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* Vulnerabilitiesand Attacks
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* Regulatory Sandards

* Secure Software Development



\Vulnerabilities

* Unchanged default passwords
* Bad designs and coding practices

* Test and debug features left in the production
build

* Unencrypted /Unsigned sensitive information
* No limit conditions In incoming packet rates

* Weak password policies and no limit In
number of authentication failed attempts

* Vulnerabilities from third party software
components and operating systems



Attacks

* Passive - Monitoring of communications sent
over public media

* Adve - Atltempts to circumvent or break
security features, introduce malicious code

* Close -In — An unauthorized individual gains
close physical proximity through clandestine
entry, open access, or both

* Insider— Attacks by an authorized person

* Distribution - Malicious modification before
Installation
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Vulnerability Assessment

®* Scan-Probe a device to find open ports

* Storm - Sending packets in a higher rate to a
target device to execute a denial of service
attack

* Fuzzer - Injecting malformed, unexpected, or
random data

* Grammar - lterate over each field and choose
fuzz values In a predetermined way



Attack Simulation
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Port Scans

* TCP Scan

ASYN packet is sent (as if we are going to
open a connection), if the target host
responds with a SYN+ACK this indicates the
port is listening

* UDP Scan

Sends empty UDP datagrams. If the port Is
closed, device send back an “ICMP Port
Unreachable” message



ARP Tests

* ARP request storm

* ARP host reply storm

* ARP Cache saturation storm
* ARP grammar

40 1.076813004a:ec:29:cd:ba:ab sbhsTechn_0b:72:d2 : 60 10.100.
41 1.07784200f2:fb:e3:46:7¢:c2 ShsTechn_0b:72:d2 . 60 10. 100,
42 1.07784300 54:78:1b:e8:e7:8d sbsTechn_0b:72:d2 60 10.100.
43 1,0788300076:5a:2e:63:33:9f sbsTechn_0b:72:d2 60 10.100.
44 1.07981600 c9:9a:66:32:0d:b7 sbsTechn_0b:72:d2 . 60 10.100.

.1 15 at 4a:ec:29:cd:ba:ab
.2 is at f2:fb:e3d:d6:7c:C2
.3 15 at 54:T8:1b:e8:e7:8d
.4 15 at 76:5a:2e:63:33:9f
.5 15 at ¢9:9a:66:32:0d:b7
.6 15 at 31:58:a3:5a:25:5d
.7 is at 05:17:58:e9:5e:d4
.8 15 at ab:b2:cd:ch:9b:b4
.9 15 at 54:11:0e:82:74:41

451,07993100 31:58:a3:5a:25:5d SbsTechn_0b:72:d2 60 10,100,
46 1.0809630005:17:58:e9:5¢e:d4 ShsTechn_0b:72:d2 60 10.100.
47 1,08196900 ab:b2:cd:c6:9b:b4 sbsTechn_0b:72:d2 60 10. 100,
48 1.08196900 54:11:0e:82:74:41 sSbsTechn_0b:72:d2 60 10.100.
49 1,08295900 21:3d:dc:87:70:e9 shsTechn_0b:72:d2 : 60 10.100.3,10 is at 21:3d:dc:87:70:e9
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ARP Cache saturation storm



IP Tests

|P unicast storm
IP broadcast storm
|P fragmented storm

2052 19.0730910107.181. 39,110 10.100. 3.
2053 19.0854850 90.190.79.81 10.100. 3.
2054 19.0977660144.237.104.76 10.100. 3.
2055 19.099127010.100. 3.100 10.100. 3.
2056 19.099358010.100. 3. 50 10.100. 3.
2057 19.1101790 60.206.190. 69 10.100. 3.
2058 19.1225770104. 212,96, 22 10.100. 3.
2059 19.1349660161.203.144.118 10.100. 3.
2060 19.1472260 211, 95.188.124 10.100. 3.
2061 19.159587048.100.7.25 10.100. 3.
2062 19.1719360196.245.133.43 10.100. 3.
2063 19.1844460 57.9.210.68 10.100. 3.

IPv4 1514 Fragmented IP protocol (proto=ICMP 1, offe0, ID=001f)
1Pvd 1514 Fragmented IP protocol (protosICMP 1, offs=1480, ID=001f)
IPv4 1514 Fragmented IP protocol (proto=ICMP 1, off=2960, ID=001f)
ICMP 98 echo (ping) request 1d=0x0db9, seq=30253/11638, ttl=64 (
ICMP 98 echo (ping) reply  1d=0x0db9, seq=30253/11638, ttl=64 (
IPvd 1514 Fragmented IP protocol (proto=ICMP 1, off=4440, 10=001f)
IPvd 1514 Fragmented IP protocol (proto=ICMP 1, off=5920, 1D=001f)
IPvd 1514 Fragmented IP protocol (proto=ICMP of f=7400, ID=001f)
IPvd 1514 Fragmented IP protocol (proto=ICMP 1, off=8880, ID=001f)
IPv4 1514 Fragmented IP protocol (proto=ICMP 1, off=10360,

IPvd 1514 Fragmented IP protocol (proto=ICMP 1, off=11840,

1Pv4 1514 Fragmented IP protocol (proto=ICMP off=13320,

2064 19.196802096.169.118.18 10.100. 3. IPvd 1514 Fragmented IP protocol (proto=ICMP 1, off=14800,

2065 19.1990960 10.100. 3.100 10.100.3. ICMP 98 echo (ping) request 1d=0x0dba, ;eq=ﬁﬁ514 25324,

2066 19.199200010.100, 3.50 10.100. 3. ICMP 98 echo (ping) reply id=0x0dba, seq=60514/25324,

il gl A A R L AR A g g g g g el

IP fragmented storm



TCP/IP Tests

.

L

TPSYNdm

77 1.4225210010.100.3.1
78 1.4237090010.100.3.1
791.4237100010.100.3.1
80 1.4246290010.100. 3.1
81 1.4256430010.100.3.1
82 1.4257480010.100. 3.1

83 1.4267610010.100.3.1
84 1.4278700010.100.3.1
85 1.4278710010.100.3.1
86 1.4287700010.100.3.1
87 1.4297560010.100,3.1

TCP/IP Land attack

10.100. 3. 50
10.100. 3. 50
10.100. 3. 50
10.100.3.50
10.100. 3. 50
10.100. 3. 50
10,100, 3. 50
10.100. 3. 50
10.100.3.50
10.100. 3. 30
10.100.3.50

TCP SYN storm

60 40218-21 [SYN] Seq=0 win=5000 Len=0
60 3788321 [SYN] Seq=0 Win=5000 Len=0
60 46546-21 [SYN] Seq=0 Win=5000 Len=0
60 3791521 [SYN] Seq=0 Win=5000 Len=0
60 45619-21 [SYN] Seq=0 Win=5000 Len=0
60 41782-21 [SYN] Seq=0 Win=5000 Len=0
60 38396-21 [SYN] Seq=0 win=5000 Len=0
60 41282-21 [SYN] Seq=0 Win=5000 Len=0
60 47028-21 [SYN] Seq=0 Win=5000 Len=0
60 43592-21 [SYN] Seq=0 win=5000 Len=0
60 43067-21 [SYN] Seq=0 win=5000 Len=0




DNP3 Fuzzer/Grammar

Invalid start value

Start Empty

Invalid length

Length Empty

Invalid control
Empty

Control

Invalid Destination
Empty

DNP3 Read Requests Source Invalid Source
Empty

Invalid CRC
Empty

Datalink Destination

CRC

) Invalid Sequence No
A { Transport Sequence Duplicates
DNP3 Write Requests = \/ \ /

AVAN Invalid Control
X )1 Application contro Empty

¥

Invalid FC
Empty

Function code

DNP3 Select and
Operate Requests

b

w Payload Empty Payload

i

Overflow

DNP3 protocol fuzzing




DNP3 Fuzzer/Grammar = cont.

= Distributed Network Protocol 3.0

£ Data Link L

Length:

11, From: 1, To: 2, RES, unknown function (0x0c)

= Direction: Not set

¢
1100
ination:
Source: 1
CRC: 0x3839
B Transport La
1...
T I
.. 00 0001 =
= Application

Primary: Not set
Data Flow Control: Not set

= Control Function Code: unknown (12)

Oxcl (FIR, FIN, Sequence 1)

= Final: set
First: set

Application Chunk O Len: & CRC 0x76b5

= Application Lay

= Ccontrol: 0x

0001 =
Function Code
= READ Request Data objects

= obj

E Qualifier Field, pref
L000 ...,
0110

: (FIR, FIN, Sequence 1, Read)
(FIR, FIN, Sequence 1)

= First: set

Final: set

= Confirm: Not set

Unsal ted: Not set
Seque 1
read (0x01)

: Class 1 Dpata (0bj:60, var:02) (0x3c02)
i None, Code: No Range Field

= Index Prefix: None (0)

Number of Items: 0

Invalid datalink control

= Qualifier Code: No Range Field (&)

= Distributed Network Protocol 3.0
= bata Link Layer, Len: 10, From: 1, To: 2, DIR, PRM, unconfirmed User Data

Start Bytes: 0x05364
Length: 10
® Control: Oxcd (DIR, PRM, Unconfirmed User Data)
Destination: 2
sour
CRC: [correct]
E Transport : Oxf8 (FIR, FIN, Sequence 5&)
1... .... = Final: Set
L1, . First:
11 00 = sequen
# application data chun
= application Layer: (FIR, Sequer , unknown function (Oxbf
= control: Ox (FIR, Sequence 7
First: set
= Final: Not set
confirm: Not set
= Unsolicited: Not set
sequence: 7
Function Code: unknown function (0xbf) (0xbf)

Unknown function code
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Regulatory Standards

e NERCCIP\E

Section 004, requirement 4.1 “process to
authorize based on need, as determined by the
Responsible Entity”

* Section 007, requirement 4.1 regarding Security
Event Monitoring

* Section 007, requirement 1.1,“enable only logical
network accessible ports that have been
determined to be needed by the Responsible
Entity”



Regulatory Standards = cont.

* B 1686 — 2013

* Provides a set of features, functions, and
practices for IEDs and IED configuration software

* Communications portaccess

* Authorization using rokdased access control
(RBAC)

* Audittrall
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Secure Software Development

Pobem  analysis

Threat modeling,

Requirements e

design principles

Design
Implementation

. \;‘/
& o
3 L nput validation,

Maintenance




Secure Software Development —cont.

* Seaue coding practices
* Staticanalysis, peer review, unit testing

* Secure validation testing
* Final step before product released

" cocure | Secure | Secure |
gee(:;rﬁ Implement | Validation Deployment :gl::;zﬁ
9 ation Testing




Conclusions

* Importance of security testing
* Standard compliance
* Customer satisfaction
* Avoid damages to brand reputation

* Vulnerability product assessment
* Secure software development
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~ Questions?
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